Final version of the accepted paper. Cite as: K. Al-Rowaily, M. Abulaish, N. Al-H. Haldar, and M. Al-Rubaian, BiSAL - A Bilingual Sentiment
Analysis Lexicon to Analyze Dark Web Forums for Cyber Security, Digital Investigation, Vol. 14, Elsevier, pp. 53-62, 2015.

BiSAL- A Bilingual Sentiment Analysis Lexicon to Analyze Dark Web Forums for Cyber
Security

Khalid Al-Rowaily?, Muhammad Abulaish, SMIEEE®*, Nur Al-Hasan Haldar®, Majed Al-Rubaian®

“College of Computer and Information Sciences, King Saud University, Riyadh, KSA
b Department of Computer Science, Jamia Millia Islamia (A Central University), New Delhi, India
“Center of Excellence in Information Assurance, King Saud University, Riyadh, KSA

Abstract

In this paper, we present the development of a Bilingual Sentiment Analysis Lexicon (BiSAL) for cyber security domain, which
consists of a Sentiment Lexicon for ENglish (SentiLEN) and a Sentiment Lexicon for ARabic (SentiLAR) that can be used to
develop opinion mining and sentiment analysis systems for bilingual textual data from dark web forums. For SentiLEN, a list
of 279 sentiment bearing English words related to cyber threats, radicalism, and conflicts are identified and a unifying process is
devised to unify their sentiment scores obtained from four different sentiment data sets. Whereas, for SentiLAR, sentiment bearing
Arabic words are identified from a collection of 2000 message posts from Alokab Web forum, which contains radical contents.
The SentiLAR provides a list of 1019 sentiment bearing Arabic words related to cyber threats, radicalism, and conflicts along with
their morphological variants and sentiment polarity. For polarity determination, a semi-automated analysis process by three Arabic
language experts is performed and their ratings are aggregated using some aggregate functions. A Web interface is developed
to access both the lexicons (SentiLEN and SentiLAR) of BiSAL data set online, and a beta version of the same is available at

http://www.abulaish.com/bisal.
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1. Introduction

Sentiment analysis aims to identify subjective information
components from textual data and determine their sentiment
polarity. Though a number of sentiment analysis lexicons for
English language texts for rating the polarity of sentiment bear-
ing words exist in literature, a major bottleneck is created in the
process of sentiment analysis due to the variability and com-
plexity of multilingual documents and the heterogeneous na-
ture of the existing sentiment lexicons. On the other hand, no
sentiment analysis lexicon exists for Arabic language texts due
to which sentiment analysis over Arabic language texts seems
almost an infeasible task. The primitive task in the process of
sentiment analysis involves determining the polarity of opin-
ion bearing words in text documents. A bottleneck is created
in this process due to the presence of multiple heterogeneous
classifiers that produce a varying output using different polar-
ity scales, creating issues while developing an opinion mining
and sentiment analysis system [3]. For example, AFINN [13]
uses polarity scale ranging from -5 to +5, General Inquirer
[15] uses a polarity vector, and SentiWordNet [10] uses -1 to
+1 as a polarity scale. In lexical-based sentiment analysis ap-
proach, a collection of related words with known sentiment
scores and polarities are used for sentiment polarity determi-
nation. However, domain-specific sentiment data sets are more
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effective than general-purpose sentiment data set for analyzing
sentiment of a sentiment-bearing document [14]. For example,
the word shooting has negative sentiment intensity in crime do-
main, whereas it bears neutral or positive sentiment in movie
and sports domains. Similarly, some non-sentiment terms like
bluetooth make positive sense for mobile communication do-
main.

Though, a general-purpose lexicon can be built semi-
automatically from general-purpose corpus using heuristics
with a set of known polarity sentiment words, there exists some
limitations with general lexical methods that they can assign in-
correct sentiments on the basis of sentiment terms only [16].
For example, the term border may have neutral association
in normal usage, but it carries negative sentiment in terms of
homeland security. BiSAL (Bilingual Sentiment Analysis Lex-
icon), which consists of SentiLEN (Sentiment Lexicon for En-
glish) and SentiLAR (Sentiment Lexicon for Arabic), is devel-
oped as a bilingual sentiment analysis lexicon through a semi-
automatic process wherein each sentiment bearing word is as-
signed a unified sentiment score in the range of [-1, +1]. A
positive score assigned to a word determines that the words
subjectivity is positive, whereas a negative-scored word con-
firms that the word is associated with some sort of negative
sentiment. The numeric value assigned to a word determines
its sentiment strength. For Arabic language having no senti-
ment analysis lexicon, we have analyzed a corpus of message
posts extracted from a dark web form, where users use cyber



threats, radicalism, and conflicts bearing words to share their
views and experiences [18]. A list of 1019 sentiment bearing
Arabic seed words along with their morphological variants and
polarity scores is compiled. Whereas, for English language, we
have identified a list of 279 cyber crime, border security, and
terrorism related words from the department of homeland secu-
rity website [2] and Ansar] forum [11], and considered existing
sentiment analysis lexicons to determine their polarity scores.
We have also proposed a sentiment unifying process to unify
sentiment polarity scores from four different sentiment lexical
data sets. Besides sentiment analysis over Dark Web forum
data, the proposed sentiment lexicons can be used to identify
and cluster cyber threats, radicalism, and conflicts related dig-
ital forensic traces embedded within textual data, as attempted
in [4, 6, 7].

The rest of the paper is organized as follows. Section 2
presents the procedural details of the proposed sentiment lex-
icon development process. Section 3 presents the experimen-
tal results for both SentiLEN and SentiLLAR data sets. Finally,
section 4 concludes the paper and provides future directions of
work.

2. Proposed Method

In this section, we present the procedural details of the de-
velopment of sentiment lexicons, including the process of seed
words identification and sentiment scores determination.

2.1. Seed Words Identification

The words used in BiSAL are collected from two sources
- topic-wise word list provided by the Department of Home-
land Security (DHS) and a Dark Web portal. The word list
provided by the DHS contains the words that are frequently as-
sociated with homeland security, terrorism, cyber security, etc.
Dark Web portal is a large collection of Dark Web forums that
are used to encourage violence activities and distribute dispute-
related information related to cyber threats, radicalism, and
conflicts in grouped manner. Dark Web portal contains 29 ji-
hadist forums [9], among which 17 and 7 forums are in Arabic
and English language, respectively, and rest of the forums are
in French, German, and Russian languages [8].

A set of frequently used 370 words found in Ansarl forum
is publicly available in [11], out of which 73 are Arabic words
and remaining 297 are English words. These words represent
some degree of violence with multiple occurrence in different
message posts. After grouping the words based on their com-
mon stems, a total number of 208 unique English seed words
are identified from Ansarl data set. The difference in number
of unique seeds (208) and number of English words (297) is due
to grouping of words having common seeds. For example, kill,
killing, and kills that are available in Ansarl data set have the
common seed kill. Moreover, there are three words in Ansarl
data set which are abbreviations like CIA, IED, etc. and do not
carry proper meaning. Hence, a total number of 205 seed words
are finally chosen from Ansarl data set for SentiLEN. Table 1
presents a partial list of English words and their frequency from
Ansarl data set.

Table 1: A partial list of English words representing cyber crimes and their
frequency from Ansarl data set

Words Frequency

Weapons 918

Terrorists 738

Violence 1089

Brothers 1692

Militants 1680

Suicide 1148

Bomb 1317
Killing 1589
Fighting 1785
Death 1214

Injured 1008

In addition, other English words are collected from the topic-
wise word list provided by the Department of Homeland Se-
curity (DHS). This list is used by NOC (National Operations
Center) for the purpose of media monitoring. In this list,
the words are divided into various categories depending on
topic characterization. Since the goal behind the development
of BiSAL is to provide a seed set of sentiment bearing Ara-
bic and English words for cyber security domain, only six
DHS topics related to security or violence (i.e., domestic se-
curity, HAZMAT and nuclear, terrorism, infrastructure study,
south west border violence, and cyber security) are consid-
ered, whereas other three topics related to “health+HIN1”,
“weather/disaster/emergency”, and “DHS & other agencies”
are discarded. Category-wise details along with exemplar
words are provided in Table 2. From first six categories, a list
of 265 words is generated, which is reduced to 110 on the ba-
sis of the common stems. After filtering the stems not directly
related to violence or conflict, finally 99 stems from this list are
considered for SentiLEN. It may be noted that while analyz-
ing the terms for their violence or conflict related sentiments,
the n-grams (n >1) are decomposed into 1-grams. Thus, 205
words are taken from Ansarl forum and 99 words are taken
from DHS. However, on analysis we found that there are 25
common stems in both of the lists, which resulted in total 279
words for SentiLEN. A summary of the relevant English words
extraction process discussed above is given in Table 3.

For SentiLAR, 2000 message posts of Alokab forum, which
is one of the Arabic forums available as a part of dark web por-
tal [1] are processed using Natural Language Processing (NLP)
techniques and top-ranked words are considered as the seed
words. A partial list of Arabic seed words along with their fre-
quency count is given in Table 4.

2.2. Morphological Variants Identification

An important task related to the generation of BiSAL is to
compile the morphological variants of both English and Arabic
seed words, which could be useful for the bilingual text process-
ing systems in pattern matching or query expansion. Morphol-
ogy is the study of internal structure of words [5]. The smallest
part of a word, which has grammatical function or independent
meaning, is termed as morpheme. For example, attacks, at-
tacked, attackers, and attacking can be studied in terms of mor-

phemes like attack followed by “s”, “ed”, “ers”, and “ing”,



Table 2: Sample DHS categories and exemplar words related to cyber crimes

Category No. of words  Exemplar words

Domestic security 53 assassination, attack, drill, exercise, recovery, shooting, evacuation, deaths, explosion, gangs, security, threat, bomb
HAZMAT and nuclear 34 hazmat, nuclear, toxic, plume, radiation, radioactive, chemical, biological, epidemic, hazardous, incident, infection
Terrorism 55 terrorism, terror, attack, target, jihad, extremism, radicals, plot, nationalist, fundamentalism

Infrastructure study 35 collapse, subway, power

South west border violence 63 violence, gang, drug, border, gunfight, trafficking, kidnap, bust

Cyber security 25 botnet, virus, trojan, hacker, worm, scammer

Total 265

Table 3: Statistics of English words used in SentiLEN

No. of  No. of stems No. of No./Name No./Name of common Total no. of
Data Total no. .
source of words English  generated from :%tems gsed 9f stems not used  stems across :stems L‘sed
words Eng. words in SentiLEN  in SentiLEN both data sources in SentiLEN
3
Ansarl 370 297 208 205 (CIA, Hamas, 25 (attack, body, bomb,
1IED) death, extreme, illegal,
11 improve, incident, jihad,
(gas, hamas, kidnap, militia, nation, (205+99-25)
Department of leak, mitigate, nuclear, plot, police, =279
Homeland 265 265 110 99 pirate, recruit, power, radical, response,
Security (DHS) airport, cancel, shoot, swat, target,

delay, cartel,
decapitate)

terror, threat, violent,
weapon)

Table 4: A partial list of cyber crime related Arabic seed words and their fre-

Table 5: A sample list of root words and their morphological variants

quency count identified from the message posts of Alokab forum Root word  Morphological variants  Affix
Words  Frequency Acts -s
N 1113 Act Act?on —?on
ol 171 Actions -ions
sl 435 Acting -ing
Gl 445 Bombs s
Slae 208 Bomb Bombfzrs -ers
R 445 Bomb%ng -ing
P Bombiog np
24 264 Terror Terrorist -ist
claie] 423 . .
il Yl 172 i Terrlorlsts -ists
RS Rich Enrich en-

respectively. These parts cannot be further divided into any
other meaningful units. Here, the morpheme attack is called
free morpheme as it can stand alone as a word, whereas other
morphemes are called bound morpheme as they can only occur
in combination as parts of a word and consequently they must
be attached as parts of a word.

In addition to free or bound categories of morphemes, they
can also be classified as inflectional or derivational morphemes.
Derivational morphology involves prefixing as well as suffixing
to transform a new but morphologically related word, which
is often a different class. For example, the suffix “ation”
converts the verb normalize into a new noun form normaliza-
tion, whereas the suffix “ize” converts the noun crystal into
crystalize which denotes its verb form. Similarly, subgroup,
inactivate, deactivate are the examples of some other cate-
gory of derivational morphological variants that are generated
through prefixing the root words. Some derivational prefixes
like “non”, “un” converts a word into negation like nonsci-
entific, unable, etc. It should be noted that all prefixes used
in English are derivational prefixes, whereas suffixes can be
derivational as well as inflectional.

On the other hand, inflectional morphology generally distin-
guishes a change in the root form of a word, keeping its syntac-
tic class unchanged. Rather, it indicates grammatical properties
in terms of comparison degree, tense, and quantities. For exam-
ple, the root verb prove has inflectional variations like proves,
proved, proving, and proven that also belong to verb category.
A sample list of morphological variants identified while pro-
cessing BiSAL is shown in Table 5. For morphological vari-
ants of English words, various databases are searched and all
relevant morphemes for each word are compiled and stored in
SentiLEN, whereas the morphological variants of Arabic words
are identified by three different Arabic language experts inde-
pendently and stored in SentiLAR.

2.3. Sentiment Polarity Determination

In this section, we present the proposed technique to de-
termine the polarity of sentiment bearing words identified for
BiSAL. For English words, we have used four publicly avail-
able sentiment corpora AFFIN [13], SentiWordNet [10], Gen-
eral Inquirer [15], and SentiStrength [17] that assign polarity
score to sentiment bearing words in different range. Since there



is no such sentiment corpus for Arabic words, we have applied
semi-automated analysis by Arabic language experts to assign
polarity scores in a pure scientific manner. Further details about
polarity determination for English and Arabic words are pro-
vided in the following sub-sub-sections

2.3.1. Sentiment Polarity Determination of English Words

As discussed earlier, SentiLEN (Sentiment Lexicon for En-
glish) consists of a list of 279 unique words related to the vari-
ous categories of cyber crime. For polarity determination, these
words are searched in four different sentiment lexicons - AF-
FIN [13], SentiWordNet [10], General Inquirer [15], and Sen-
tiStrength [17], and their scores are unified using an aggregate
function. AFFIN data set [13] consists of total 2477 words and
each word is assigned a polarity score between -5 to +5 based
on its sentiment intensity. In case a word has no match in AF-
FIN data set, polarity score is assigned as 0.

Second sentiment data set used in our experiment is the Sen-
tiWordNet [10], which is a lexical resource for sentiment anal-
ysis based on WordNet [12]. It assigns each synset of WordNet
with three sentiment scores positive, negative, and objective.
Each word is assigned a numeric number between 0 and 1 with
its polarity (positive or negative). Like AFFIN, English words
are searched in SentiWordNet dataset and the corresponding
polarity score is assigned to them when there is a hit, otherwise
0 is considered as the polarity score. On analysis, we found
that some words have multiple meanings based on the context
and each corresponding meaning has different sentiment scores.
In such cases, the words describing conflict activities are gath-
ered together and their average sentiment score is assigned to
the word. The web interface of SentiWordNet [10] is used to
compare multiple meanings (if exist) of a particular word.

Third sentiment data set used in our experiment is General
Inquirer [15], which does not have any numeric score for En-
glish words. However, based on the words’ sentiment intensity,
General Inquirer data set categorizes them as positive, negative,
strong, hostile, etc. It is observed that no word is annotated as
positive if it is hostile in nature, whereas a hostile word is noted
as bearing maximum negative sentiment. If a word has a match
in General Inquirer data set, its respective annotations are dis-
cretized in the range of [-4, +2] using the rules given in Table
6. A word that does not satisfy any combination listed in Table
6 is assigned polarity score as 0. Like SentiWordNet, a word in
General Inquirer data set may appear in multiple forms having
different meanings. In this case, only those word-forms hav-
ing some crime or conflict sense are considered. For example,
the word shoot has three different entries in General Inquirer
data set, out of which two entries are related to violence and
terror and the third one doesn’t have any violence sense as it
is used as shoot up, which means “to grow or rise rapidly”.
Moreover, a particular word may have various meanings and
all meanings have some violence sense. In this case, the maxi-
mum numeric score calculated using Table 6 is considered. For
example, the word arm is available in General Inquirer data set
which has three different forms (arm#1, arm#2, and arm#3).
The first form (arm#1) is basically used to describe body part
which has no sense related to terror or violence. However, the

Table 6: Discretization of General Inquirer sentiment annotations
General Inquirer annotation

Positive  Negative Strong Hostile Score
- Yes Yes Yes -4

- - Yes Yes -4

- - - Yes -3

- Yes - Yes -3

- Yes Yes - -2

- Yes - - -1
Yes - - - +1
Yes - Yes - +2

Table 7: Exemplar SentiLEN words and their polarity scores from different
sentiment data sets

Word AFFIN Score  SentiWordNet Score  GI Score  SentiStrength Score
[-4,+2] [-0.88, +0.63] [-4,+2] [-4,+3]

Attack -1 -0.25 -4 -3

Harm -2 -0.42 -4 -3

Bomb -1 -0.19 -4 -2

Secret 0 +0.13 -1 -1

other two forms (arm#2 and arm#3) refer some violence sense,
but the latter one (arm#3) describes the violence intensity more
than arm#2. Therefore, the score of arm#3, which is defined as
negative, strong, and hostile is considered as the final score for
arm.

Fourth sentiment data set used in our experiment is Sen-
tiStrength [17] in which words are available in stemmed forms
with their sentiment scores in the range of [-5, +5]. Therefore,
before searching a word in this data set, the word is stemmed
using Porter stemmer. In case of a hit, the word is assigned a
sentiment score in the range of [-5, +5], whereas 0 is assigned
in case of a miss.

In this way, each word of SentiLEN is assigned four indepen-
dent polarity scores based on their match in the sentiment rep-
resenting data sets mentioned above. Table 7 shows the polarity
scores of some exemplar words. After searching the sentiment
data sets for all 279 words of SentiLEN, it is found that the
scores obtained from AFFIN, SentiWordNet, General Inquirer,
and SentiStrength data sets lie in the range of [-4, +2], [-0.875,
+0.625], [-4, +2], and [-4, +3], respectively.

Therefore, the next task is to map the four different scores of
each word to a unified scale and normalize them in the range
[-1, +1]. To this end, min-max normalization, given in equa-
tion 1, is applied to map each score in the range of [-1, +1].
In Equation 1, P,(w;,d;) represents the new polarity value of
word w; in data set d;, P,(w;,d;) represents the original polar-
ity value of w; in d;, min(d;) and max(d;) are the lowest and
highest scores of a word in data set d;, respectively. After nor-
malization, the mean score of each word w;, §(w;), is calculated
using equation 2, where m is the number of data sets. The nor-
malized and mean scores of the exemplar words of Table 7 are
shown in Table 8.

PO(W,‘, d/) - mm(dj)
max(d;) — min(d;)

Py(wi,dj) = x (newMax — newMin)

+newMean

(M



Table 8: Normalized and mean scores of the exemplar words of Table 7

AFFIN(d,) SentiWordNet(d,) Generallnquirer(ds) S entiS trength(dy) 5w
Word(w;)  Po(wi,di)  Py(wi,d1)  Po(wi,da) Py(wisdy)  Po(wisd3)  Py(wi,d3)  Po(wi,ds)  Pu(wi,dg) '
[-4,+2] [-1,+1] [-0.88,+0.63] [-1,+1] [-4,+2] [-1,+1] [-4.,+3] [-1,+1] [-1,+1]
Attack -1 0 -0.25 -0.17 -4 -1.0 -3 -0.71 -0.47
Harm -2 -0.33 -0.42 -0.39 -4 -1.0 -3 -0.71 -0.61
Bomb -1 0 -0.19 -0.08 -4 -1.0 2 -0.43 -0.38
Secret 0 +0.33 +0.13 +0.33 -1 0 -1 -0.14 +0.13
r — = =
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Figure 1: A snapshot of the GUI of the annotation application showing exem-
plar words extracted from the message posts of Alokab forum
w;) —min[p(w)] .
n(w;) = plwi) Lotw) X (newMax — newMin)

max[p(w)] — min[p(w)]

+newMean

In order to take into consideration the majority voting for de-
termining the positive or negative sentiment of a word w;, an
additive factor A(w;) is introduced and defined using Equation
3, where p and n represent the number of positive and negative
scores of the word w;, respectively. The additive factor A(w;)
is added to the mean score 6(w;) to get an intermediate polarity
score p(w;), which is finally normalized using min-max normal-
ization (Equation 5) to get the final polarity score n(w;) of the
word w;. Table 9 shows the final sentiment scores of the exem-
plar words considered in Tables 7 and 8.

2.3.2. Sentiment Polarity Determination of Arabic Words

As stated earlier, unlike English language, there is no ex-
isting sentiment lexicon for Arabic language. Therefore, we
have adopted a semi-automated analysis to create Arabic sen-
timent lexicon based on three domain experts’ views taken in-
dependently. To start with, a collection of 2000 message posts
from Alokab dark web forum [1] is processed using various
NLP techniques. To facilitate domain experts for annotation, a
GUI-based annotation application is developed in Java to parse
documents and count the frequency of each word, which is not
a member of the stop-words list identified for Arabic language.
A total number of 7061 distinct words are compiled from the
2000 message posts. The GUI presents the words in decreasing
order of their frequency count and provides a list of all matching
sentences while clicking on a word. This facilitates the experts

to know the context of a word in which it is used by the users
of Alokab forum. Figure 1 presents a list of exemplar Arabic
words extracted from the message posts, and Figure 2 shows the
list of sentences from the message posts retrieved in response
of clicking the first word in Figure 1.

The annotation application was given to three Arabic lan-
guage experts to annotate them as positive, negative, strong,
and/or hostile. Scores in the range of [0, 1] for positivity and
negativity are assigned to each word by the experts. In case a
word is always used as positive its positive polarity is consid-
ered as 1 and the negative polarity as 0. Similarly, if a word
is always used in negative sense its negative polarity is set to
1 and positive polarity as 0. For other words that are used in
both positive as well as negative sense, positive and negative
polarity scores are assigned in the range of 0 and 1 in such a
way that their sum is 1. Depending on the degree of positivity
of a word, it is also marked as strong, and similarly depend-
ing on the degree of negativity of a word it is marked as strong
and/or hostile. A sample list of Arabic words and their polarity
scores assigned by three different domain experts is shown in
Tables 10, 11, and 12. Those words having total score as 0 by
every expert are filter out from the list considering them as non-
sentiment bearing words. As a result, a total number of 1019
words are retained as sentiment representing words.

For experts scores aggregation, average of individual polarity
categories is calculated, as shown in Table 13. For a given word
w; the larger of the average positive score and average negative
score is considered as initial polarity score 6(w;) and the corre-
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Figure 2: A list of sentences extracted from the message posts of Alokab forum
containing the first word of Figure 1

Table 10: Polarity scores assigned to Arabic words by Expert-1

Word Positive  Negative  Strong ~ Hostile
5 0.9 0.1 0 0
8, 0.0 0.0 0 0
&y 0.0 1.0 1 0
<oklls 0.0 1.0 0 1
el 0.0 0.0 0 0
=) 0.0 0.0 0 0
Lsddl 0.0 1.0 1 0
ol 0.0 1.0 1 0
sy 0.0 1.0 0 1
Usdle 0.0 0.0 0 0

Table 11: Polarity scores assigned to Arabic words by Expert-2

Table 12: Polarity scores assigned to Arabic words by Expert-3

Word Positive  Negative  Strong  Hostile
s 0.0 0.0 0 0
sail, 1.0 0.0 1 0
Asly, 0.0 0.0 0 0
ki, 0.0 1.0 0 1
cellkidl 0.0 0.0 0 0
w04 0.6 0 0
s 0.0 1.0 0 1
el 0.0 1.0 0 1
Geas 0.0 0.0 0 0
osiie 0.0 0.0 0 0

Table 13: Average polarity scores of all three domain experts

Word Positive  Negative Strong  Hostile
s 0.30 0.03 0 0
s, 0.63 0.03 1 0
A&l 0.30 0.37 1 0
<kl 0.00 1.00 1 1
celbidl - 0.16 0.16 0 0
=) 0.13 0.20 0 0
s 0.00 1.00 1 1
ol 0.03 0.96 1 1
G=s5  0.00 0.66 1 1
Usidie  0.30 0.30 0 0

sponding polarity (positive or negative) is treated as the words
polarity. A word is considered as positive if its positive score is
higher than the negative score and that a word is considered as
negative if its negative score is higher than the positive score,
otherwise the word is treated as neutral (polarity score 0). If to-
tal hostile score for a word by all three experts is greater than or
equal to 1, the word is treated as hostile and the hostile score is
assigned as 1. Similar approach is applied to determine whether
a word is strong or not. Like English words, for each word w;
an additive factor A(w;) is calculated and added to the initial
polarity score 6(w;) of the word w; to obtain the next level po-
larity score p(w;). Finally, the p(w;) values are normalized in
the range of [-1, +1] using min-max normalization defined in
Equation 5 to obtain the final sentiment score 1(w;) of the word
w;. Table 14 presents the final sentiment scores of some exem-
plar Arabic words.

3. Results

In this section, we present the result obtained through the
Bilingual Sentiment Analysis Lexicon (BiSAL) development

Table 14: Sentiment scores of some Arabic sentiment-bearing words

Word Positive  Negative  Strong  Hostile
5 0.0 0.0 0 0
sail, 0.9 0.1 0 0
A&y 0.9 0.1 0 0
<kills 0.0 1.0 1 1
Caelatn 0.5 0.5 0 0
=l 00 0.0 0 0
osAdl 0.0 1.0 1 1
ol 0.1 0.9 1 1
Guas 0.0 1.0 1 1
ostie 0.9 0.1 0 0

Word (w;) Avg. Score Avg. Score (- d(w;))  A(w)  p(wi)  m(w)
(+ve) ve)

s 0.30 0.03 +0.30 +1 +1.30 +0.65

s, 0.63 0.03 +0.63 +1 +1.63 +0.82

) 0.30 0.37 -0.37 0 -0.37  -0.18

<okl 0.00 1.00 -1.00 -1 -2.00 -1.00




process discussed in the previous sections. A partial list con-
taining 20 entries from SentiLEN (Sentiment Lexicon for En-
glish) data set is given in Table 15. However, the complete
SentiLEN data set including all 279 root words, their morpho-
logical variants, and sentiment scores can be downloaded using
the URL: http://www.abulaish.com/SentiLEN. pdf.

Similarly, a partial list containing 20 entries from SentiLAR
(Sentiment Lexicon for Arabic) data set is given in Table 16.
However, the complete SentiLAR data set including all 1019
root words, their morphological variants, and sentiment scores
can be downloaded using the URL: http://www.abulaish.
com/SentiLAR.pdf. A Web interface is developed to access
both the lexicons (SentiLEN and SentiLAR) of BiSAL data set
online using a graphical interface, and a beta version of the
same is available at http://knp.com.sa/swap/.

4. Conclusion and Future Work

In this paper, we have presented a bilingual lexical resource
(BiSAL) for sentiment analysis over English and Arabic texts
related to cyber threats, radicalism and conflicts. The BiSAL
consists of two separate lexical resources, namely SentiLEN
and SentiLAR. SentiLEN contains a list of 279 sentiment rep-
resenting English words related to cyber threats, radicalism, and
conflicts, along with their morphological variants and sentiment
polarity, which is a unification of polarities from four different
existing lexical resources. On the other hand, SentiLAR con-
tains a list of 1019 sentiment representing Arabic words along
with their morphological variants and sentiment polarity. Ap-
plying the process adopted for the development of SentiLAR to
identify additional English words from a corpus of English texts
from dark web forum is one of our future works to enhance the
SentiLEN data set.
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Table 15: A partial list containing 20 entries from SentiLEN data set

Words Morphological variations Sentiment polarity
ambush ambush, ambushed, ambushes, ambushing, ambuscade -0.86
arm arm, armed, arms, arming -0.54
assassin assassination, assassinate, assassinating, assassinated, assassin, assassinator, assassinators -0.95
assault assault, assaulting, assaulted, assaulter, assaultive, assaulters -0.84
attack attack, attacked, attacking, attacks, attacker, attackers -0.90
belief belief, beliefs, believe, believer, believing, believed, believes, believable, believingly, believing ~ +0.68
blast blast, blasts, blasting, blaster, blasted -0.61
blow blow, blows, blew, blown, blower, blowing, blowy -0.75
blood blood, bloody, blooded, blooding, bloods +0.08
body body, bodies, bodily, bodied, bodying +0.08
bomb bomb, bombs, bombing, bombings, bomber, bombers, bombed -0.85
burn burn, burning, burns, burned, burner, burnable -0.69
business business, businesses, businessman +0.73
bust bust, busts, buster, busty, busting, busted -0.53
camp camp, camps, camper, camping, campy, camply, camped -0.52
capture capture, captured, captures, capturing, capturer, capturers -0.35
casualty casualty, casualties -0.85
change change, changes, changing, changed +0.68
checkpoint  checkpoint, checkpoints +0.08
chief chief, chiefs +0.73
support support, supports, supporter, supporters, supporting, supported, supportive +0.95
Table 16: A partial list containing 20 entries from SentiLAR data set
Words Morphological variants Sentiment
polarity
e B, i, G, G, Hie, ALY G5 40,67
NN ol iay A jina AN o gina el yial +0.65
= EEN | P WEN ERPREN I U= O gt +0.67
sl (G5 (5350 (635 Anase 23e A FEAL T +0.67
Jaid OV | IO Jias Aliise Jiiase Sl Jitian +0.67
i Joise Plaia) | Jiig Aldie Jiiae Jii) | o -0.08
el e ) e e e il iy 0,08
Ol sind Gt asil (e gis Aida s e flse Gla il g +0.67
AN A Al lesd ledle elasl Lost ash Aadle ALY a3 AV Caagl LY 2Y -0.83
Lagaly ,2Slall a3le oSl LY
Ll ) Al ) +0.67
Ay s Sl alely all asll Jal | JaY! +0.67
Laaill el fhda sanaly dlua Cuaal sia (salall daa (Suay (sha uall -0.67
EIRRON
Cmad) SENNGTENELEN G RS SN AL -0.67
el cal rend) s Aesial e mn ass eloal Wi e s de s -1.00
S
Juall Jua) cileal Aok @Vl cileal Yo Jeadl Ol Jien | Jeal +0.83
m)l\ R ) ,P)Sl ,?IAJS” ‘L}A;)l\ lL'\SA;J RuvEy) ,L“A‘) ,:LQAJ la.A;‘)A“ ’a..\;j)h +0.67
Laa)
3 gl shun Ol sl JQ:»: ,Qw sl shaudl 3 sk -0.67
BN BT IR B I B (IR T ST A TR I -1.00
Al ) +0.67




